Visual cryptography (VC) 
Introduction
Visual cryptography, or visual secret sharing, was first introduced by Naor and Shamir [1] . It is an approach for encoding a secret image into noise-like shadow images that have a computation-free decoding process. In a (t, n)-threshold visual secret sharing scheme, by printing each shadow onto a transparent slide, the secret image can be retrieved visually by directly stacking t transparent slides without the help of the computer. No information can be obtained with t-1 or fewer shadows.
In the traditional visual cryptography schemes, two important parameters are usually utilized to evaluate the visual cryptography scheme, i.e., 1) the pixel expansion, which consists of encoding each pixel of the original secret image into m sub-pixels and 2) the contrast, which reflects the visual quality of the reconstructed secret image. We would like m to be as small as possible, and the contrast is expected to be as large as possible. Many literatures [2] [3] [4] [5] [6] [7] have focused on approaches for lowering the pixel expansion and increasing the contrast.
In 2005, Wu and Chang [8] designed the encoded shares to be circles so that the secret images could be decrypted by an additional "rotation" operation. In 2011, Shyu and Chen [9] defined some operations onto a transparency based upon turning over or flipping around. Their scheme can encode two or four secrets into two rectangular shares and up to eight secrets into two square shares. Some literatures [10] [11] [12] [13] [14] [15] [16] also have paid attention to research on the access structure in visual secret sharing. In 2009, Wang [10] proposed a region incrementing visual secret sharing scheme in which additional levels of secrets can be recovered when more shares are obtained in the decoding process. Fang and Lin [11] proposed a progressive visual secret sharing (PVSS) scheme in which more shares are stacked progressively, making the secret image clearer and clearer. In 2011, Hou and Quan [12] proposed an improved version to overcome the problem of pixel expansion.
In 2011, Hsu, Cheng, Tang, and Zeng [17] proposed an ideal multi-threshold secret sharing scheme based on monotone span programs (MSP). They generalized the definition of an MSP to permit more than one target vector with goal of constructing a multi-threshold access structure. In their scheme, multiple secrets are shared among a set of participants, and each subset of participants may have a different associated secret. To our knowledge, no multi-threshold visual secret sharing schemes have been proposed in the literature to date. And, utilizing MSP in visual secret sharing is also a challenge.
In this paper, we present the results of our study of the characterization of the multithreshold access structure and propose a multi-threshold visual secret sharing scheme based on MSP. In the proposed scheme, we can first define multiple access structures according to the real situation, and we can compute the corresponding shadow data according to the multiple access structures and the shared secret images. Then, we can transform these secret images and shadow data into n noise-like shares. These shares can be printed on transparent slides, and different secret images can be decrypted by stacking the corresponding subset of n transparent slides. This property of a multi-threshold access structure can widen the possible applications of visual secret sharing schemes.
Preliminaries
First, we provide a simple definition of access structure. Let In 2011, Hsu et al. [17] proposed an ideal multi-threshold secret sharing scheme based on MSP. Below, we briefly introduce Hsu et al.'s scheme, which is the major building block of our scheme. Their scheme consists of three phases, i.e., the set-up phase, the distribution phase, and the reconstruction phase, as described below.
The set-up phase
Assume that m secrets 1 2 , , , m s s s  are shared among a set of participants 1 2 { , , , } 
be the n-dimensional vector associated with the participant i P , where i u  is the row vector distributed
The distribution phase
First, the dealer can compute a vector 
The reconstruction phase
For a qualified subset of participants A, since j
The participants in A can compute
Therefore, the secret j s can be reconstructed by a linear combination of the participants' shadows.
The proposed scheme
In this section, we develop a visual secret sharing scheme with the characteristic of multiple threshold access structures. First, we describe how to generate shadow data from multiple secret images and the corresponding access structures. Then, we can design related candidate blocks for these shadow data. In the following, we will detail this scheme.
Based on Hsu et al.'s ideal multi-threshold secret sharing scheme, we define the multi-threshold visual secret sharing as follows: Definition 1. Let { , , } P P P P  , as follows: Step 3. We can compute a vector { , , } P P P P  . There are three secret images 1 1, 0, 0) (0,1, 0) (0, 0,1) x x x    , and 
We can see that the corresponding pixel value of the secret image 1 i s , for i = 1,2,3, can be reconstructed by computing a linear combination of their shadow data. Table 1 displays the corresponding shadow data for three secret images and the related access structures. In the above example, we share three binary secret images among three shadow images. Since the secret images are composed of black and white pixels, there are eight cases described in Table 1 . Then, we need to design the corresponding candidate blocks for the generation of shadow data. We expand every pixel into a 3 3
 block in which a 1-white and 8-black block represents the symbol "0" , and a 0-white and 9-black block represents the symbol "1". Concerning the above example, according to the eight different combinations of three pixels and the corresponding access structures, the obtained shadow data include -0.5, 0, 0.5, and 1. Table 2 lists the shadow data and the corresponding candidate blocks. The shadow images will be produced based on Table 2 . For example, the ith pixels of three secret images are 0, 1, and 0, respectively. Then, we can compute the corresponding shadow data for three shadow images using the proposed method. As shown in Table 1 , we can determine that these shadow data are -0.5, 0.5, and 0.5, respectively. As to -0.5, we can select a 3 3  block randomly from the three candidate blocks. As to 0.5, we must select two different 3 3  blocks randomly from the three candidate blocks for the other two shadow images.
We can see that stacking the candidate block related to -0.5 and the candidate block related to 0.5 can obtain a 1-white and 8-black block. Stacking two different candidate blocks related to 0.5 can obtain a 0-white and 9-black block. In another case, if three shadow data are all equal to 0 or 0.5, we must select three different candidate blocks for these three shadow images.
Experimental results
In this section, we present some experimental results to demonstrate the feasibility of the proposed scheme. We have experimented on three binary secret images with sizes of 256 256  , as shown in Fig.  1 . We assume that these three secret images are shared in 3-tuple 1 2 3 ( , , )       access structures on shadow images 1 2 3 { , , } P P P P  as follows: 3 shows a computer implementation of our multi-threshold visual secret sharing scheme. Fig.  3(a) shows the result of superimposing shadow image 1 and shadow image 2. Fig. 3(b) shows the result of superimposing shadow image 2 and shadow image 3. Fig. 3(c) shows the result of superimposing shadow image 1 and shadow image 3. 
Conclusions
In traditional visual secret sharing schemes, the secret image is encoded into n shares of noise-like images, also called shadow images. The secret image can be obtained visually only by stacking a subset of any of at least t shadow images. In this paper, we reported the development of a novel multithreshold visual secret sharing scheme based on MSP. In our scheme, we can share multiple secret images simultaneously among n noise-like shadow images. We can define the corresponding multithreshold access structures in advance for the real situation. Then, we generate shadow data for n shadow images using Hsu et al.'s multi-threshold secret sharing scheme. Finally, we design the corresponding candidate blocks for the generated shadow data. According to the access structures, we can obtain different secret images by stacking different shadow images. The experimental results show that the proposed scheme is feasible and practical.
